STATEMENT OF COMPATIBILITY

3AABJIEHUE O COBMECTUMOCTU

between

Mexay

Kaspersky Industrial CyberSecurity for Networks
4.2

Kaspersky Industrial CyberSecurity for Networks
4.2

the product of

AB/IAOUMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «Jlaboparopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccus, Mocksa,
JNleHunrpagcxoe wocce, A. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHenwem nmerHyembimu KICS for Networks
u «/labopatopus Kacnepckoro» COOTBETCTBEHHO

and

u

Software “SibMir SCADA” 1.3.X

MporpammHbim  cpeacteom  «SibMir SCADA»

1.3.X
the product of AB/AIOLMMCA NPOJYKTOM
“Sib MIR” LLC 000 «Cubé MUP»

119435, Moscow, ul. Malaya Pirogovskaya, 18,
str. 1, pomesh XI, komnata 22

119435, r. Mocksa, yn. Manas Muporosckas, 4.18
cTp.1, nomeweHue Xl, kKomHarta 22

hereinafter referred to as SibMir SCADA and
“Sib MIR” respectively

B fdanbHenuwem wumeHyembimu SibMir SCADA
u «Cubé MUP» coOTBETCTBEHHO

SibMir SCADA designed for the development and
practical implementation of monitoring systems
for general APCS, it enables the design of high-
load dispatch solutions that process large data
flows.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

SibMir SCADA npeaHa3HayeH 08 pa3paboTku
" NPaKTUYECKON peanusauuu cuctem
MOHUTOPUHIA AN1a obuenpombiwneHHbix ACY TI,
NO3BOAET NPOEKTUPOBATL BbICOKOHATPYKEHHbIe
aucneryepckne  pewenus, obpabatbiBatowime
6osbluMe NOTOKYU AAHHbIX.

KICS for Networks -— cneuuan“3npoBaHHbIN

npoayKT NPOMbILLAEHHOTO Knacea,
npegHasHadeHHblid  AnA MHBEHTapu3aLmy,
MOHUTOPUHIA, BbLIABIEHUA PUCKOB ¥ Yyrpo3

NPOMbILLIEHHbIX UHPPACTPYKTYP. ABAAACH YaCTbIO
pewerus Kaspersky Industrial CyberSecurity,
NPoAYKT npegocrasnseT BO3MOXKHOCTb
BbiABAEHUA  yrpo3  KubepbesonacHoctu u
aHoManMi naccuBHbiM 06pa3om Ha OCHOBe
aHanu3a Konuu  ceteBoro  Tpaduka, u
(onuuoHanbHO) AaHHbIX TEAEMETPUU C YCTPOUCTS,
sawmuieHHbix  npogyktom KICS for Nodes.
PelieHne npenoCTaBAAET WHCTPYMEHTbl Ans
paccnefoBaHMA W PY4YHOro pearupoBaHuA Ha
Yyrpo3bl Ha YpOBHE 3alyuLiaeMbiX YCTPOWUCTB U
ceTeBoi MHQPACTPYKTYPbL.

“Sib MIR” and “Kaspersky” hereby agree on the
following statement regarding possibility to use
the listed products on a common system and their
compatibility and contribution to fulfiliment
of cybersecurity requirements:

«Cu6 MWUP» u «Jlabopatopua Kacnepckoro»
HaCcToALLIMM noATBEPXKAAI0T cnegyouee
3aAB/fieHNE  OTHOCUTENIbHO MCMO/Ib30BaHUA
YKa3aHHbIX NPOAYKTOB B pamMKax OfHOW cuctembl,
nx COBMECTUMOCTU 7 BKNaga
B Bbino/sHeHue TpebosaHuit KubepbesonacHocTH:
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“sib MIR” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«Cnbé MUP» u «Jlabopatopua Kacnepckoro»
NpoBeny BCeCTOPOHHME TECTbl Ha COBMECTUMOCTb
UX MPOAYKTOB Npu OJHOBpPEeMeHHOW pabote
B COCTaBe eguHOi cuctembl. B pesynbrate
TeCTUpoBaHUA 6biN10 YCTAHOBAEHO, YTO NPOAYKTLI,
C YYETOM UX WHAUBUAYANBHBIX CUCTEMHbIX
TpeboBaHuWi, ABAAIOTCA COBMECTUMBIMU U MOTYT
MCNo/ab30BaTbCA B COCTaBe eAUHON CUCTEMDI.

In case both products are installed and used
within the same system this may contribute to
fulfillment of essential information and
cybersecurity requirements in industrial
automation process control systems.

B cAyyae yCTaHOBKY U UCMO/b30BaHUA YKa3aHHbIX
MPOrpammHbIX MPOAYKTOB B paMKax eAuHoOMN

cucTembl 3T0 MOXeT cnoco6cTBOBaThH
BbINOJIHEHUIO OCHOBHbIX TpeboBaHuiA,
npeabaBAsAeMbIX K MHGOPMALMOHHOM

M Kubepbe3onacHOCTU B 3aBTOMATUIUPOBAHHBIX
cuctemax
06beKTos.
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